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The Right Tools to Make the Right Decisions




BETTER IT PLANNING FOR TIGHT BUDGETS

Making the best decisions possible for your IT environment is critical in these tough times. You have fewer resources to manage
an increasingly complex infrastructure and problems can have a severe business impact. Network Behavior Analysis (NBA)
systems can provide you with vastly improved information about your infrastructure and its usage to improve the information you
have and enable better planning.

The key capabilities that NBA systems offer to improve your IT planning include:
Discovery and dependency mapping
Historical usage with layer 7 and port 80 visibility
Unified data collection and retention
Reports that pivot on any data element

Additionally, NBA systems offer:
Cost-effective deployment and management
Value across the entire IT organization to improve performance, availability, and security

A financial services company deployed an NBA system and within a couple of weeks was able to:
Identify and eliminate underutilized servers for significant operational cost savings
Reschedule backups to free up significant WAN bandwidth during peak business hours
Identify and fix a mis-configuration that was consuming

In today’s economy, budgets are tight and businesses are cautious. As a result, vendors are busy repositioning and repackaging
their products, white papers, and advertising around saving money and increasing ROI. As an IT executive, you
need to wade through buzzword marketing and vendor spin to find the tools and technologies that meet your needs.

Making IT decisions — whether about changing the infrastructure, adding new

applications or services, or deploying new management tools — is difficult in the Making IT decisions — whether

best of times. When you are facing budget cuts and uncertainty, it can be nearly about changing the infrastructure,

impossible. All you can do is take the best information you can get and use it to adding new applications or

make the best decisions you can for your organization. But in this economic : denlovi

climate, making the right IT decisions has become more important than ever to services, or aepioying neW . .

support revenue, operations, and employee productivity. management tools — is difficult in
the best of times.

One way to improve your ability to make the right IT decisions is to improve the

information you have about your infrastructure and its use. There are many tools out there that give you valuable information, but

often that information is limited. Either it provides a snapshot, which does not reflect what happens over time, or you get

comprehensive information that covers only a portion of the infrastructure.

While there is no technology that will give you complete information for every decision you need to make, there is one technology

that provides you with vastly improved information about your infrastructure and its usage: network behavior analysis (NBA)
systems.
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NBA systems provide a new way of managing application performance and security by analyzing the interactions of users with the
applications, systems, and network devices that comprise the application delivery infrastructure. They passively collect network
flow data and enhance it with application and user identification, behavioral analytics, and network performance metrics. Pre-
defined and customizable behavioral analytics enable users to identify performance, availability, and security issues before they
disrupt business services. Complete and accurate usage and dependency data
proyiQe the key inputs for'rlnlaking the right optimization aqd change management Making IT decisions — whether
decisions. The key capabilities that NBA systems offer to improve your IT \ .

planning include: about changing the infrastructure,
adding new applications or
services, or deploying new
management tools — is difficult in
the best of times.

Discovery and dependency mapping

Historical usage with layer 7 and port 80 visibility
Unified data collection and retention

Reports that pivot on any data element

Because NBA systems offer cost-effective deployment and management, they won't require significant capital and operational
expenditures to install and maintain. Furthermore, because NBA systems provide capabilities beyond those discussed in this
paper, they can be used across the entire IT organization to improve performance, availability, and security.!

Unlike other discovery systems that focus on the characteristics of individual systems, NBA systems use flow-based discovery to
provide information on the relationships among systems across the network. NBA systems collect network flow data to provide
detailed knowledge of how every application is being used, by whom, and when on a continuous basis. (See the sidebar for more
information on flow.) Unlike other approaches, flow-based discovery is pervasive, continuous, and passive:

Pervasive — All devices transmitting any traffic over the network are included in the discovery, ensuring that the data
collected is complete regardless of whether they are instrumented. This also means you can discover information about
systems that are not internally deployed, such as Saa$S or third-party applications, as well as applications you don’t know are
on the network.

Continuous — Always-on discovery enables you to understand actual dependencies based on real-time usage across
business cycles regardless of when or for how long applications run.

Passive — Passive discovery uses data fromexisting routers and switches for fast and cost-effective deployment without
affecting performance. This approach also enables data collection without credentialing problems.

Why it Matters. An understanding everything that you have on the network and how it interconnects is traditionally very difficult to
obtain. Having this information enables you to make changes to the infrastructure without breaking dependencies and causing
outages. It is useful for identifying unauthorized systems on the network, and for identifying underutilized servers to be
consolidated or eliminated.

1 White papers that detail the other capabilities that NBA systems offer — including increased performance, availability, and security — are available at
www.riverbed.com/cascade
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NS 117,256  (2%) 951 (11%) 41 (46%)
hoopholeHIIPS 112,335
DETELOW 93,973
SMR 85,088  (2%)] [Server Host 1P MAC Location
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YNC 28,792 (< 19%)] |Win-Oxchange 17231091 00:0:48:22:00:07  rack)2;05: Fastithemet®/116 |
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SMTP 19,315 (< 1%)| |Fre-server-t 172311191 00:30:48:22:87.05  mck32:05: FantEthemety4d |
Syslog 16,501 (< 1%)| |HEC-? 10.1.0.68 00:30:48:22:12:07  rack32:05: FastEthemetdy16
694 Unox-chuster-2 172301379 00:00:48:22:87:02  rack)2:05:FastithemetO/46 |
mm 14, (<1%) Dwl-garver-5 10.7.0.46 00:30:48:22:57-06  rack)2:05: FastithemetQy 36 ‘
BDP 11,938 (< 1%) e mist 10.9.0.1 00:30:48:22:61:05  rack32:10:FastEthernets/12 |
WEBEX-SSL 10,358 (< 1%)] |12mrem-6 101212103 00:30:48:22:43.03  rack32: 10: FastEthemet1/3S
Loap 10,268 (< 1%) |I8M-Custer-3 108010 00:30:48:22:60:08  rack12; 10:FastEthemetd/2S |
ClFS-sv 8256 (< 1%) [ oPrvaas 172.31.0.39 ©0:J0:48:22:78:04  rack)2; 10:Fastithernet}/16
” LAYWS. rem -4 10.12.24.200  00:30:48:22:43:06  rack32:10:Fentfrhernety/38 |
Others 43,753 (< 1%)] IDet-server9 10.7.0.42 ©0:0:48:22:57-0)  rack)2; 10: Fastixherneti/3)
Total 4,744,304 (100%) 8°C-3 10.7.0.13 00:30:48:22:50:06  rack)2: 10:Fantitharnetl/2 |
mad server-1 10.100.0.2 00:30:48:22:42.04  rack35.03. FastEthernetd/17
« 4 pagetofs » M base-002 10905 00:30:48:22:61:08  rack1S00:FastExhemetd/14 |
corm-101 10.0.0.18 00:30:48:22:13:03  rack]S:03: FastEthemnetd/04
-09% 17231038 00:30:48:22:70:06  rack)6:0):Fastithernetd/3 |
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NBA systems enable you to automatically identify all the applications running on the network by name including details on utilization. You can also get a complete
asset inventory including physical (switchport) location.

" Report Criteria

Hosts, subnets or groups: thumper ] Browse... Time framg: - _

' ‘ ®Last: 1 Days v
Report by: 'Host Pair and Ports v [] Break out MAC-IP assignments OFrom: [Sep 24,2008 [1:23PM |
» Addtional Traffic Critena To: _SeD 24, 2008 2.23 Py

Data resolution:  automatic ¥
* Report Format

S runnow ¥ Run in backaround...

With NBA systems, it's easy to run a report to show you the dependencies of any system or group. In this case, a report is being run to show the dependencies of
“Thumper.”

Host Pair and Port 1 -7 0f7 Options
|Server |Server Group | Client | Client Grou | Bort | Ava Bytes/s 4| Avg Server Delay (ms) | Client Switch Info |
thumper Boston maltesting DRataCenterd %6023 (smmte) 818  (93%) S camb-core-swO1:GigabitEthernet3/24
thumper Boston fvan Dallag tp/22 (ssh) 32 (4%) 12 camb-core-swO1:Gigabitfthernetd/10
blinn RataCenterl thymper Boston wdp/%32 (domain) 23 (3%) camb-core-sw01iGigabitEthernet3/12

thumper Boston pxolfe-t60  DataCenterd Scof443 (httos) 10 (1%) 7 camb-core-sw0l:FastEthernetd/s
thymper Boston izh DataCenterd lcmp/8 (echo) <1 (<1%) camb-core-sv0liGigabitéthernetd/24
thumper Bosten izh DataCenterd isme/0 (gcho-reply) <1 (< 1%) camb-core-sw01:GigabitEthernet3/24
yvertle OataCenterd thymper Boston wdpli23 (ntp) <1 (<1%) cambrcore-sw0l:Gigabitithernetd/12
Total 883 (100%)

The resulting tabular report shows you the client/server pairs where Thumper is involved, port information for the server, activity for the server, and switch port
location of the server.
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You can also get a graphical view of dependencies, which includes Thumper (the server of interest in this case), its clients, and the servers on which Thumper
depends.

The broad range of network monitoring tools available today offers a number of ways to identify applications. Many systems
identify applications by port/protocol combinations. This is a dated technical view; while it does provide useful information,

it doesn’t provide complete or accurate information in a business-centric context. And sometimes, host/port mapping simply is not
enough. For example, it’s easy to identify SMTP email, which uses port 25/TCP. But how do you identify Exchange Web mail,
which uses port 807 If you wanted to identify all the mail traffic in the organization, using port 25 would not capture the Web-based
mail. Simply including traffic from both ports 80 and 25 provides no way to distinguish the Web mail traffic over port 80 from other
port 80 traffic.

NBA systems collect layer 7 application data and merge that data with the flow data from the network. NBA systems have built-in
libraries of known application “fingerprints;” you can update the library with fingerprints from custom client/server or Web
applications. This means that you can look at usage based on the way you think about the network: by application. NBA systems
provide this information in real time and also allow you to view usage over any desired time frame.

Why it Matters. Understanding actual usage by application is extremely useful for capacity planning as well as for making
decisions about future application changes. It can also help identify use of unauthorized applications that are consuming
expensive bandwidth and reducing employee productivity.

Custom apphcatbion FNQerpnnts car created by spectying a signature strng or URL. S
Intranet URL ¥ https /fimtranet.riverbed.com emoy
d new sanature

] Enabled

Even custom Web-based applications can easily be identified by name. In this case, applications associated with the URL https://intranet.riverbed.com are called
“Intranet.”
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[ B 1 rati Jrdered oy™ AvQ Bytes/s

Application 1 -120f 12 Options
lannmm Avg Bytes/s ‘] Axg Packets/s Ava Connsls Am.N.:L.EJ]'_Lmz).l
wib 2,707 (100%) 57 (100%) <1 (100%) 119
LDAP 582 (100%) 3 (56%) <1 (100%) 59
Gmall 139 (45%) <1 (18%) <1 (100%) 129
§5H4 103 (33%) <1 (11%) <0.01 (5%) 435
SMB 78 (2%%) <1 (7%) <1 (21%) as

DNS 29 (9%) <1 (6%) <1 (100%)

YahooMsar 26 (8%) <1 (8%) 0 (0%)

MENMsgr 17 (6%) <1 (8%) 0 (0%)

Corporate 4 (1%) <1 (<1%) <0.01 (5%) 130

TheOnionk ' 3 (%) <1 (1%) <1 (16%) 30
iragtor 2 (<1%) <1 (<1%) <0.01 (11%) 22

Intranet 2 (<1%) <1 (<1%) <0.01 (11%) 24

Total 308 (100%) S (100%) <1 (100%)

Reporting is simplified by having applications — even Web-based applications — identified by name rather than by port/protocol.

~ Policy 1dentification / Schedule

Name: High server delay on Intranet system Days to run rule: [ZMon ¥ Tue [V Wed (V] Thu
Descnpbion: [ntranet.mazunetworks.com is (Fri [Msat [JSun
xpenencng a high (>300ms) Start ime:
server respone ume when kol 12:00 AM
answenng queries. End time: 11:59 PM
[¥] Enabled
» Hosts / Groups
~ Applications / Ports
Applications: Protocols/Ports:
O Any Intranet ® Any
® within O within
O Outside O Outside

Application names are used throughout the system including, as shown here, in the behavioral analytics. This ensures that the system looks at the network the
same way you do: by application name, not port/ protocol combination.

Unified Data Collection and Retention

NBA systems coalesce flow, application, and user data together into one meaningful record. Unlike other systems that might see
one “conversation” as multiple individual connections, NBA systems can give you an end-to-end view. Unlike other systems that
save only summarized data over time, NBA systems can store these detailed records for as long as you require based on your
retention policies.

Why it Matters. The coalesced records give you an accurate picture of what happened on the network at any given time without
the “noisy” duplication of a single event as it moves through the network. Storage of this detail over the long term ensures that you
have the complete information to help with your planning.

Reports that Pivot on any Data Element

Having complete historical data is critical, but it only helps if you can easily find the information you need. NBA systems provide
complete, flexible reporting capabilities that enable you to pivot on any data element and to click for increasing levels of detail.

Why it Matters. You need to get at exactly the information you need quickly and easily in order to make the right decisions. Easy
access to detail provides even more information and context to inform or validate your decisions.
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¥ Report Criteria (default by Host Pairs)

v Traffic Critena
» Hosts
» Reporting Interfaces / Quality of Service (QoS)
*» Interfaces in Network Path

v Applications / Ports
Applications: Protocols / Ports:
Oany ’MSExchanoe, 1 ® any »
@ Within: O Within:
O Qutside: | | OoOutside: | |
frowse.. Browse..,
v Segment
» Traffic Expression
Report by: "Host Pairs v [[] Break out MAC-IP assignments
» Report Format
@® Historical detail: O Typical behavior:

®Last: 1 | Hours v
O From:|Nov 11, 2008/ 10:18 AM |
To date [Nov 11, 2008/ 11:18 AM |
Data resolution: | automatic V:

SrRunnow “¥ Run in backaround..,

NBA systems provide an easy-to-use interface for setting up reports to look at any aspect of current or historical activity.

Host Pair 1 -140of 14 Options ,
[Secvec  [ServerGroup  |Chent ' »
xebmail MEExchange-grvrs  t60-laery desktop-users <1 (42%) <001 (38W) n <1
axchange = balverson-160 deshtop-ysers (38%) 3 <1
s§1 giavac deshton-uters oy spplications (38%) 3 <1

sxshanas i steves deskton- i By application ports (3ew) 2 <1
xabmai $60-susan deshtop-users By spplication port QoS (38%) 1 <1
axchange 150-Glashiey deshtop-ysers by ports (38%) 1 <1
xabenad 160-carthur dasbtop-uien by hosts (38%) 1 <1
xsbmal tede-edesielski unazuansd by peers 100%) <1 <1
SASRANRR e 5 By host pairs (73%) <31 <1
sxchange Mot information report » By host pair ports (38%) <1 <1
xekmad User Report » Sy protocols (38%) =4 =X
xsbmail Extemal inks » By port groups (39w) <1 <1
aacharre Vulnerability Scan... Sy devices |::::: : : : :
Total o Relotartaces 100%)

Traffic for this host » By flows

Teaffic for this host in context . By host groups »

Traffic betveen these hosts » By peer groups »

Traffic betveen these hosts in context » By Qroup pairs »

Padeats for this host » By Qroup pair ponts »

Padhats betveen these hosts » By QoS

T By imerface QoS
By netvork segments

NBA systems enable you to easily drill down into reports for increasing levels of detail. In this case, you can drill down from a view of conversation (host) pairs by
right-clicking to pivot on an interface-centric view.
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Because NBA systems use the flow data from your existing infrastructure and supplement that with layer 7 application and other
information, you get the all the capabilities described here with minimal deployment of devices such as network probes. The
lightweight deployment model scales by number of data centers as opposed to by WAN links or remote sites. This delivers
savings by significantly reducing capital expenditures required to reach full deployment and eliminating operational expenses
related to maintaining remote hardware and agents.

Why it Matters. The value you get from any tool must be greater than the cost to deploy and maintain it. Because NBA systems
are cost effective to install and manage, they provide immediate value. Furthermore, when NBA systems are used for more than
planning — such as for improving performance, availability, and security — they deliver significant value to the organization
without significant incremental cost.

A major financial services company deployed an NBA system and in a matter of weeks was able to provide IT management with
information to help them more efficiently manage their IT infrastructure. The NBA system identified, among other things,
underutilized servers that could be eliminated or consolidated to significantly reduce costs, as well as opportunities to improve
bandwidth management.

The NBA system was used to identify all the servers in a particular segment of the network and their activity including number of
connections and number of bytes transmitted. Of the approximately 100 servers that the NBA system identified, however,

13 were generating 93 percent of the total number of network connections and eight were generating 92 percent of the total
number of bytes transmitted. Just this information alone showed them that there were a lot of underutilized servers in this segment
and that there was enormous opportunity to save significant costs through server elimination and consolidation.

When you look at the network connectivity, support personnel, space/power/cooling, and maintenance costs, the average $10,000
server costs $7,500 to operate on an annual basis. Each server eliminated through removal or consolidation will save
the company money that quickly adds up.

The NBA system also gave them complete information they could drill into to determine exactly which servers could be eliminated
and or consolidated.

The NBA system was able to identify two areas in which the company could improve its bandwidth utilization without requiring any
further investment.

First, by analyzing historical traffic, the company quickly found that backups were responsible for almost 95 percent of the total
bandwidth on two links during peak business hours. By implementing policies that require backups to be run during
non-business hours, they were able to free up a significant amount of bandwidth on those links. They were able to use the NBA
system to alert them when backups are performed during normal business hours.

Second, there was a mis-configured application server that was attempting to push a 500 MB file to an SMTP relay every 15
minutes and had been doing so for the past fifteen months! This was consuming 570 GB of network capacity every week.

Without this information, the company might have invested in additional bandwidth. But because they were able to reschedule
backups and eliminate a long-standing misconfiguration, they were able to free up significant amounts of bandwidth.
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Learn how NBA systems can be used by network operations and security teams to improve performance, availability, and security
by downloading white papers at: www.riverbed.com/cascade/resources

Find out how much your company can save by eliminating underutilized servers, improving performance and availability, reducing
security breaches, or using NBA instead of internal firewalls/IDS; download ROI calculators at: www.riverbed.com/cascade/roi.

Caches have a myopic approach to application acceleration. Caches are limited in the applications they can accelerate, may
cause data coherency problems, don’t function in all use cases, and require just as much work to manage as any other server.
Why bother with all of that effort?

Riverbed Steelhead appliances can accelerate all applications that run over TCP, while at the same time streamlining deployment
and ongoing management of branch office IT infrastructure. Steelhead appliances designed to have the flexibility and the
intelligence to operate as organizations would like to operate, and not force IT staff or users to make dramatic changes to their
normal business processes. Because of this unique approach, Steelhead appliances have become the technology of choice for
enterprise application acceleration.

Riverbed Technology is the IT infrastructure performance company. The Riverbed family of wide area network (WAN) optimization
solutions liberates businesses from common IT constraints by increasing application performance, enabling consolidation, and
providing enterprise-wide network and application visibility — all while eliminating the need to increase bandwidth, storage lor
servers. Thousands of companies with distributed operations use Riverbed to make their IT infrastructure faster, less expensive
and more responsive. Additional information about Riverbed (NASDAQ: RVBD) is available at www.riverbed.com.
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