Case Study:
British Red Cross

“We are expected to be able to continue running the
business in the event of an emergency, which means
that our IT systems need to do the same. The fast and
reliable software and service from Asigra and Backup
Technology respectively have enabled us to achieve and
exceed this requirement.”

by Miguel Fiallos, British Red Cross Head of MIS

Case Study Overview

Company Industry Challenges Solution Benefits

British Red Cross Volunteer-led, humanitar- = Ensuring all 120 remote = Asigra Hybrid Cloud = Guaranteed safe retrieval
UK Office ian organisation that helps offices are prepared to Backup™ and Recovery of data.

44 Moorfields people in crisis, whoever recover backup data and Software
London UK, EC2Y 9AL and wherever they are. continue business during a
redcross.org.uk disaster.

= Rapid disaster recovery
= Backup Technology solution for IT systems.

= Eliminated ongoing hidden
costs and wasted man
hours associated with
previous tape backup
system.

RecoverYourCool.com




British Red Cross Secures a
Reliable Backup and Recovery
System through Hybrid Cloud
Backup™ and Recovery Software.

Overview

The very nature of the British Red Cross disaster recovery
operations necessitates a secure and reliable backup and
recovery system.

British Red Cross’ Profile

Established in 1870, The British Red Cross is a leading
member of the largest independent humanitarian network
in the world - the International Red Cross and Red Crescent
Movement. The British Red Cross helps people in crisis,
whoever and wherever they are. It is part of a global volun-
tary network, responding to conflicts, natural disasters and
individual emergencies. They enable vulnerable people in
the UK and abroad to prepare for and withstand emergen-
cies in their own communities. And when the crisis is over,
the British Red Cross helps them to recover and move on
with their lives. For more information, please visit
www.redcross.org.uk or call 020 7877 7520.

BRC'’s Objective: Ensuring Remote Offices
are Prepared to Recover Backup Data and
Continue Business During a Disaster

“We are a disaster response organisation, so having a rapid
disaster recovery solution for our IT systems is essential

to our business functionality,” commented Miguel Fiallos,
Head of MIS, British Red Cross. “We are expected to be
able to continue running the business in the event of an
emergency, which means that our IT systems need to do
the same. The fast and reliable software and service from
Asigra and Backup Technology respectively have enabled
us to achieve and exceed this requirement.”

Previously using a Legato (owned by EMC) tape-based
backup solution, British Red Cross was experiencing
trouble with damaged tapes when it came to restoring
data. Furthermore, due to the increasingly large volumes
of data to back up each time, the backup window often ran
over the allocated timeframe, threatening disruption to the
business. The nightly tape backups for British Red Cross
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which used to take 36 hours now just take 48 minutes with
Asigra Disk-to-disk backup.

The Solution: Replacing tape backup at the
120 remote offices and choosing Asigra
Hybrid Cloud Backup™ and Recovery
Software

Over the past four years, British Red Cross has put a lot of
effort into ensuring business continuity and implement-
ing a comprehensive disaster recovery (DR) programme.

“When we were using tape, non-technical
members of staff had to carry out the
backups manually, which left room for
error and the labour-intensiveness meant
that their primary job roles were being
compromised. The backups are now
carried out automatically and from a single,
central location.”

British Red Cross Head of MIS,
Miguel Fiallos

To complete the DR programme, it was necessary to move
from tape-based backup to disk-based backup in order to
shorten the backup time and to ensure the security of data,
as well as guarantee the safe retrieval of data. British Red
Cross considered Legato’s disk-based solution, but it was
Asigra’s multi-site and centralised backup and recovery
solution that appealed to them, particularly due to its large
number of geographically dispersed offices and uneven
distribution of IT staff. Many office locations do not have an
in-house IT division, such as the Commercial Training Call
Centre in Manchester and the Financial Processing Unit in
Paisley, Scotland. Every quarter, British Red Cross carries
out a restore of a selection of critical servers, to ensure the
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backups are functioning correctly. British Red Cross has
carried out two complete system restores since the Asigra
implementation in January 2007. This involved restoring a
number of key systems concurrently: 100% of the data was
recovered on both occasions.

Simon Chappell, Director of Backup Technology, said; “Our
aim is to provide our customers with the easiest, safest and
quickest way possible to restore lost data, whether it is an
entire group of servers or just one email. With many busi-
nesses, lost files are often not found again because it is too
expensive and time-consuming to restore an entire server-
worth of data just to find one file. Our service and the
Asigra software enable British Red Cross users to easily
and quickly retrieve lost individual files or emails and they
are using this service on an increasingly frequent basis”
Backup Technology installed the Asigra Hybrid Cloud
Backup™ and Recovery Software at the British Red Cross’
own data centre located in its London-based disaster
recovery centre and provides British Red Cross with its
Vault System Support service. A piece of software, an
Asigra Hybrid Cloud Backup™ and Recovery Software
DS-Client, is installed at each British Red Cross site as it
joins the other sites that already have the backup service
in place. The DS-Client discovers all servers, desktops and
laptops connected to the local network. As the DS-Client is
agentless, this minimises expensive licensing fees that can
drive deployment costs up. The software then analyses the
data, finds new and changed file blocks, eliminates dupli-
cate files across all locations with the backup service in
place and further compresses the residue bytes to ensure
the backup set is as compact as possible. The data is
encrypted before sending it over an IP- WAN connection to
a centralised Asigra Hybrid Cloud Backup™ and Recovery
Software DS-System server, located in the British Red Cross
data centre, which consolidates the backup data from all
distributed sites. The DS-System server is then protected
just like any other server within the data centre as part of
the organisation’s ongoing data protection policies. For an
added layer of security, British Red Cross also stores the
data in a second location outside of London.

Using Backup Technology’s expertise and British Red
Cross’ network knowledge, both teams spent valuable time
planning and personalising the Asigra system to fit the
business requirements. Once underway, the implementa-
tion, from the installation of the vault to the first full system
backup of eight million files amounting to five terabytes

of data, only took 96 hours. For an added layer of security,
British Red Cross also stores the data in a second location
outside of London.

“With Asigra’s centralised software and the Backup Tech-
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nology service, we can manage the backups from our head
office for all British Red Cross locations that have rolled out
the service,” continues Miguel Fiallos, Head of MIS, British
Red Cross. “When we were using tape, non-technical mem-
bers of staff had to carry out the backups manually, which
left room for error and the labour-intensiveness meant

that their primary job roles were being compromised. The
backups are now carried out automatically and from a
single, central location. The SLA Monitor tool in particular

massively reduces the time it takes to investigate whether
backups have passed or failed, allowing our IT staff to
monitor all of our 130 servers simultaneously. This saves us
a huge amount of time compared with the old tape solution
that only allowed us to restore one server at a time.”

The purpose of the Service Level Agreement (SLA) Moni-
tor is to provide DS-System administrators with a quick
view of multiple DS-Clients. Any error from a backup set
triggers a status change to the DS-Client, which automati-
cally changes the status of the DS-System in the Monitor
Window. The SLA Administrator can reset the status, once
the errors have been reviewed. This tool is useful to warn
the British Red Cross IT department of problems with a DS-
System or with backups. As the monitoring is centralised,
the IT department can see the backup status from all the
office locations simultaneously.

The British Red Cross IT network runs off a number of sys-
tems, including Netware, Windows and Linux, all of which
are supported by the Asigra software. Asigra’s disk-based
WAN-optimised architecture shatters the limitations of
traditional distributed-backup software. All backups are
highly secure, being disk-to-disk and with up to 256 AES
encryption. Data is encrypted both in-flight and at-rest. The
software provides grid-based performance and capacity
scaling for virtually unlimited data growth, allowing the
software to support any backup load and multiple platforms
and operating systems including Windows, Linux, UNIX,
MAC, Novell, Netware and IBM, without the need to install
and configure separate clients. As the backup is incremen-
tal, restores can be done on any of the generations of data
stored in the online vault.Greg Onoprijenko, Managing
Director Sales at E-ternity Business Continuity Consultants
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Inc. “Our team found great synergies withCrawford’s
team and as a result, we were able to develop a solution
that successfully met their needs with an implementation
schedule that fell within their timelines.”

About Asigra

For more than 20 years Asigra has stayed ahead of
the market with a secure, agentless, scalable and
automated backup and recovery solution that aligns
the value of data with its storage costs. IT Leaders
evolve their environment, without being constrained
by their recurring backup challenges, with innovative
solutions from Asigra that currently protect over
100,000 sites worldwide.

Tel: 416.736.8111 Fax: 416.736.7120
Email: info@asigra.com

About Backup Technology

Backup Technology are Asigra’s “Go to provider”
specialising in the provision of Secure, Automated,
Offsite Backup and Disaster Recovery Solutions

for SME’s and Enterprises. The company currently
protects in excess of 100 million files for customers
located throughout Europe and the USA by providing
tailored solutions scalable for unlimited growth,
supporting all major Operating systems, Databases
and E-mail formats.

Tel: 0870 3503600
Web: www.backup-technology.co.uk
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